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I N T R O D U C T I O N

C O N T E N T S

Welcome to the EMPOWER ethics eBook covering ethical guidance for 
new and emerging data forms. We hope you will find this resource useful. 
This resource is designed to help you consider the ethical challenges 
arising with data sets, how you can hold data with consent and how you 
can apply the fundamental provisions of the EU Data Protection Directive 
and work within the legislation. 

It will help you consider how you could apply safeguards to the data such 
as anonymisation techniques and methods to protect the data. 

This eBook has been designed as a collaboration between the EMPOWER 
project and the University of Leeds. 
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 S E C T I O N  O N E
 D E F I N I T I O N S

Let us start with a consideration of what we mean by personal data 
and why this is important.  According to the Data Protection Directive 
personal data means data which relate to a living individual who can be 
identified:

a) From those data or

b) From those data and other information which is in the 
possession of, or is likely to come into the possession of, the Data 
Controller.

Data controller means a person who (either alone or jointly or in 
common with other persons) determines the purposes for which and the 
manner in which any personal data are, or are to be, processed.  A data 
controller must be a “person” recognised in law, that is to say:

• individuals;
• organisations; and
• other corporate and unincorporated bodies of persons

The EU Data Protection Directive has nine key principles of Data 
Protection. Read the following section to learn about these principles.  

• EU Data Protection Directive

A link to the European Union Data Protection Directive. 

• Data Controller Definition

This data controller definition includes a detailed description and two 
examples from the Information Commissioner’s Office (ICO). 

• EU Data Protection - Decoding the Matrix (video)

A short introductory video explaining what the EU is doing to simplify 
online privacy rights and safeguard citizens against data abuses. 

            

 S E C T I O N  O N E
 R E S O U R C E S

 
E X A M P L E :  P E R S O N A L  D A T A 
A manager’s assessment or opinion of an employee’s performance during 
their initial probationary period will, if held as data, be personal data about 
that individual. Similarly, if a manager notes that an employee must do 
remedial training, that note will, if held as data, be personal data.
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http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:31995L0046
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https://www.europarltv.europa.eu/programme/others/eu-data-protection-decoding-the-matrix


1. Data must be processed fairly, lawfully and in a transparent 
manner

This means it must be clear to people what you will do with their data, 
and not use it for purposes other than that for which you have collected 
it. 

Seeking informed consent for uses of data underpins the Data Protection 
Directive as it is fundamentally about being clear and explicit with people 
how you are processing their data, how you are protecting it and the 
purposes it will be used for. 

It is important people can contact you if they have questions about what 
you are doing, wish to clarify or change their details or wish to remove 
their information so you should always make clear who the person 
responsible for data protection issues is and who to contact with any 
queries. 

1 An organisation wishes to expand its online presence to  
 include social media. The organisation develops a third  
 party application to run within a social network platform.  
 Who will be the data controller?

 a. The organisation
 b. The social network platform
 c. Both

2 Does sensitive personal data include:

 a. Physical or mental health or condition
 b. Membership of any trade unions
 c. Racial or ethnic origin
 d. All of the above

 Answers can be found here. 

            

 S E C T I O N  O N E
 T E S T  Y O U R  K N O W L E D G E

            

 S E C T I O N  T W O 
 P R I N C I P L E S 

 
   D I D  Y O U  K N O W

Where personal data is collected to assess tax liability or to impose a fine 
for breaking the speed limit, the information is being used in a way that may 
cause detriment to the individuals concerned, but the proper use of personal 
data for these purposes will not be unfair.
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2. Data must be collected for specified, explicit and legitimate 
purposes

Again this is about being clear what the data will be used for.  There are 
special exemptions under the legislation for data that is held for research 
purposes, but consent usually covers relevant future research, and there 
is clearly a balance to be struck between excessively seeking consent for 
each new research project from existing participants vs. not undertaking 
new activity without permission. 

The general rule of thumb for ethics committees is whether new research 
activity is sufficiently similar to what has gone before for the existing 
consent to cover it. If it is something new, for example a new research 
area or line of investigation further consent would be needed. 

When seeking the consent initially it is best to try and anticipate potential 
future uses of the data and with the rise of open access requirements and 
depositing research data in a repository the need for data to be stored 
and re-used should be assessed. 

This may very well not involve access to the personal data collected 
but you should conduct a research data management plan to assess 
what data can be accessible and what data can be placed in a repository 
and therefore the information that needs to be included in consent 
documentation for participants initially.

When considering anonymisation you also need to consider the data 
environment and therefore whether storing the data in an archive would 
impact on the environment (it comes into contact with other data) and 
whether this would have implications for identifiability of individuals in the 
data set. 

3. Personal data shall be adequate, relevant and not excessive in 
relation to the purpose for which it was processed

You should only collect personal data that you need. It may be that there 
is information that you do not need to collect or that you can consider 
how specific the information should be and whether you can desensitise it. 

So for example, if age ranges were relevant to the project you were doing 
you could collect information on age ranges of participants but it would 
be better to do this by bands 20-30, 30–40 etc. rather than asking for 
specific ages or dates of birth. 

4. Personal data shall be accurate and where necessary kept up 
to date

This can be harder to comply with, particularly for research projects if 
information is held for any period of time. Best practice suggests there 
should be a mechanism for periodically checking personal details that you 
hold. 

Alternatively, and usually logistically easier to implement is a system 
whereby there is a clear mechanism for people to update you if their 
details change, addresses could change fairly regularly for example. This 
relates back to the importance of having clear contact details and a 
process for people to contact you to get information about themselves 
changed. 
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5. Personal data shall not be kept longer than is necessary for 
that purpose

Under the legislation if you are no longer processing personal data you 
should not retain it.  Also, as long as you are retaining personal data that 
data poses a risk as it needs to be protected. 

You need security mechanisms for electronic and hard data, you need 
a protocol for how it is protected and stored and you need named 
individuals to take responsibility for it. There is always a risk of a data 
breach. The best course of action is not to keep personal data if you do 
not need to. 

There is allowance in the legislation to retain data for research purposes, 
but you need to do an assessment of the data you need to retain. Much 
data can be retained usefully anonymised, however there are other 
types of data e.g. longitudinal studies which capture rich data from 
individuals over generations which need to be retained and cannot be fully 
anonymised. 

Assess the type of data you have, the value of retaining it and how you go 
about doing this, and the resources you need to do so, as part of your data 
management plan. Funded research often has to be kept for 10 years. You 
must keep any promises you have made e.g. destroying original recordings/
transcripts etc. 

6. Appropriate security measures, including protection against 
unauthorised or unlawful processing and loss, destruction or 
damage

This is the aspect of the legislation that is usually focused on.  While 
consent focuses on ensuring people are aware what you are doing with 
their data and why, this aspect focuses on how you will protect the data 
you have. 

This is the point where security measures come in, and this usually means 
encryption for electronic data. Encryption is very simple to do, most 
organisations can do this in house – for example in the University of 
Leeds, or alternatively you can buy encryption software fairly inexpensively 
on the internet. Given this, the view of the Information Commissioner’s 
Office, (the organisation that is responsible for personal data in the UK), 
is that any sensitive personal data should be encrypted. You can encrypt 
laptops, mobile phones, and portable recording devices easily, so there 
is no excuse not to do so, and once you have done so you know if you 
do lose a laptop or a mobile phone the information is protected. If you 
have sensitive data, you can also usually enable other protections such as 
remote wiping of information if it is lost. 

Do not forget about hard copies of material, keep these locked away 
and keep the key somewhere safe. Make sure passwords are strong but, 
that you can remember them. Usually the biggest risk to data protection 
is introducing a weakness into the system. An example of this, is having 
an overly complicated password that you then write down because you 
cannot remember it. You have just introduced a way to undermine the 
system of protecting the data. 

It is also important to reflect on how you do protect the data, and write 
some good practice into a local protocol for data protection. Ensure 
everyone who needs to process the data has the appropriate training in 
data protection. 

 
 D I D  Y O U  K N O W
Even though you may no longer need the personal data, you must still make 
sure it is held securely and you must be willing and able to respond to subject 
access requests for any personal data you hold.  This may be more difficult if 
you are holding more data than you need.
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7. Data subject has clearly and explicitly given consent to 
processing
As mentioned above consent is the fundamental principle of the Data 
Protection Directive. If you are processing data you must be able to 
demonstrate that you have consent to do so. This shifts the consent on to 
explicit consent, which means that methods of consenting previously used, 
such as opt out consent are no longer appropriate as the explicit giving of 
consent cannot be demonstrated. 

8. Processing is necessary
This is similar to retaining only the information you need. You should only 
be processing personal data if you need to do so. 

9. Not to be transferred outside the EEA unless that country has 
equivalent levels of protection
This is a reflection of the fact that Europe has the most stringent Data 
Protection legislation. If you need to transfer any personal data, use a Data 
Transfer Agreement, whereby both parties will agree to abide by the Data 
Protection Directive, and this agreement is confirmed in writing. 

            

 S E C T I O N  T W O 
 R E S O U R C E S

• MRC e-learning: Research data and confidentiality

This e-learning course explores the concepts of confidentiality and data 
protection.  This is a complex field, but the course aims to provide you 
with the framework and tools to interpret the requirements for research 
with confidence. This module was developed by the MRC Regulatory 
Support Centre in consultation with the National Research Ethics Service, 
the Ethics and Confidentiality Committee and others. 

• NIH protecting human subjects materials online training

Protecting Human Research Participants online training consists of seven 
modules; each addressing the principles used to define ethical research 
using humans and the regulations, policies, and guidance that describe the 
implementation of those principles. Four of these modules are followed by 
a quiz. The entire course will take approximately 3 hours to complete.

• Data Sharing Checklists

These two checklists provide a handy step by step guide through the 
process of deciding whether to share personal data. One is for systematic 
data sharing, the other is for one for requests. 

• Anonymisation: theory and practice

This resource describes the ideas and principles that underpin the concept 
of anonymisation and introduces a practical approach to the topic entitled 
the “Anonymisation Decision-making Framework”. As well as being 
standalone resources the videos are also trailers for the book which has 
been published as open access and is available to download here. 
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http://www.ecmcnetwork.org.uk/events/training/mrc-e-learning-research-data-and-confidentiality-online
https://phrp.nihtraining.com/users/login.php
http://empowerproject.eu/wp-content/uploads/2017/11/data_sharing_checklists_-003.pdf
https://www.ncrm.ac.uk/resources/online/anonymisation-theory_and_practice/
http://ukanon.net/wp-content/uploads/2015/05/The-Anonymisation-Decision-making-Framework.pdf


            

 S E C T I O N  T H R E E 
 I N F O R M E D  C O N S E N T

The best way to approach this is to imagine this is your personal data you 
are giving somebody access to. 

What would you want to know about what this person is going to do 
with the data? Presumably who they are, why they want the data, and what 
they want to do with it. Clarifying what you would want to know as a 
participant will inform what details and information you need to include in 
your consent documentation.

Remember to include information about who has access to it, it might 
be that third parties are involved in your project. Does the participant 
know about them? They should do. This needs to be included in the 
information in a way that is understandable for them. Remember to 
include information about how the results are published, and archiving for 
future use. 

Example: Consent 

How specific do you need to be and how broad can you be? 

 “We will use your data for conducting academic research both now and in 
the future. This research could involve other third parties who may themselves 
share your data with others to conduct further activities. We will endeavour to 
anonymise your personal details. You cannot withdraw your consent once given.” 

What is wrong with the example above? (Answer on the next page)

            

 S E C T I O N  T W O 
 T E S T  Y O U R  K N O W L E D G E

1 According to the ethical principle of beneficence, is any  
 risk to research participants ever acceptable?

 a.  No, Never
 b.  Yes, if the benefits clearly outweigh the risks and   
  participants are fully informed about those risks

2 Is it ever appropriate to reveal the identity of your   
 research participants? 

 a. Never. It is always a breach of ethical research principles to  
  identify research participants. 
 b.  Always. The principle of openness in research demands full  
  disclosure. 
 c. Sometimes. However only if there is a compelling reason  
  for doing so and your participants explicitly authorize you  
  to reveal their identity. 

3 If the research involves the investigation of illegal   
 behaviour which is not subject to mandatory reporting  
 requirements, the researcher must take care to keep   
 the identities of research participants anonymous in all  
 research records.

 a. True
 b. False

 Answers can be found here. 
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Answer: 

“conducting academic research both now and in the future”. This 
is far too broad, it should specify – perhaps relevant future research. Also 
include an explanation of what academic research is for a member of the 
public. 

“other third parties”. Again a clarification of who those third parties 
would be and their relevance.

 “who may themselves share your data with others to conduct 
further activities”.  Again, far too broad and enabling follow on activities. 
This should be suitably curtailed to expected relevant further activities. 

“We will endeavour to anonymise your personal details”. This 
is unacceptable. You have a responsibility to protect personal data and 
to do this by anonymisation. You need to figure out what you need to 
remove in order to anonymise these individuals. Claiming that you will 
“endeavour” to do this is unacceptable. How hard do you have to try? You 
will anonymise, end of. 

“You cannot withdraw your consent once given”. You usually have 
the right to withdraw at any point, and this is enshrined in data protection 
legislation by the right to be forgotten. However, there might be a time 
limit on this whereby it is impossible to go back and identify someone’s 
information and remove them. It might be appropriate to offer a deadline 
for withdrawal, again something to highlight in the original consent 
documentation. 

            

 S E C T I O N  T H R E E 
 R E S O U R C E S

D I D  Y O U  K N O W
Consent is not defined in the Data Protection Act. However, the European 
Data Protection Directive (to which the Act gives effect) defines an individual’s 
consent as: …any freely given specific and informed indication of his wishes by 
which the data subject signifies his agreement to personal data relating to him 
being processed.

• SMART Conditions of use 

The condensed and complete conditions of use for the SMART app. 
SMART (Self Motivated and Rewarded Travel) automatically fully tracks 
the travel behaviour of a user, using track and trace technology. To find out 
more about the SMART app, click here. 

• Participant Information Sheet (PIS) Template

This template has been produced by the Health Research Authority 
(HRA). The template is not offered as a rigid template, but rather a flexible 
framework. The aim of a PIS is to provide sufficient information, in an
understandable format to support potential participants in making 
the right decision for them: to take part in your study, or to decline 
participation.

• Consent form template 

This document provides a template for consent forms for research 
participants.

• UK Biobank Ethics and Governance Framework

This framework provides information regarding recruitment, consent, 
confidentiality, research access to data and samples, management and 
accountability, external governance, benefit sharing, transfer of assets or 
closure, and adoption, implementation and revision. 
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http://empowerproject.eu/wp-content/uploads/2017/11/SMART-terms-of-use_ENG.pdf
http://mobility-apps.eu/
http://www.hra-decisiontools.org.uk/consent/docs/PIS-Template_version2.pdf
http://empowerproject.eu/wp-content/uploads/2017/11/Consent-Form-Template-1.pdf
http://2pa49x1fw4cm3s4d2s3tqlse-wpengine.netdna-ssl.com/wp-content/uploads/2017/10/UK-Biobank-Ethics-Framework.pdf
http://This framework provides information regarding recruitment, consent, confidentiality, research access
http://This framework provides information regarding recruitment, consent, confidentiality, research access
http://This framework provides information regarding recruitment, consent, confidentiality, research access
http://This framework provides information regarding recruitment, consent, confidentiality, research access


            

 S E C T I O N  F O U R
 D A T A  S E C U R I T Y 

            

 S E C T I O N  T H R E E 
 T E S T  Y O U R  K N O W L E D G E

Before you go any further with thinking about protecting your data you 
first need to classify the data you hold. Data is classified as unclassified, 
confidential or highly confidential. 

You don’t need to worry about unclassified data, in regard to Data 
Protection legislation the focus is on confidential and highly confidential 
information. This includes combinations of information whereby the 
combination would be sufficient to identify an individual e.g. staff name + 
unique staff i.d.number. 

Categorise the data you hold, and then figure out the protection 
requirements on the basis of the data you have. Do a risk assessment. 

You are probably used to these from other contexts, apply that to the data 
you have. What would the impact of a data breach be on these individuals? 
0 being unaffected to 4 being high e.g. data about political beliefs, sexual 
behaviour, criminal convictions etc. 

The higher the sensitivity of the data, the greater the level of protection 
required. 

1 Informed consent is an ongoing process, not a one-off  
 event.

 a. True
 b. False

2 Once fully informed consent is obtained at the start   
 of the project, the participant has agreed to participate in  
 the research until it is completed. 

 a. True
 b. False

3 After a participant has agreed to participate in   
 a project the research participant cannot withdraw unless  
 it is clearly harmful to the participant.

 a. True
 b.  False

4 Which of these is not required for a valid informed   
 consent?

 a. Has been given information about participation
 b. Understands what participating involves
 c. Receives compensation cheque
 d. Agrees without coercion to participate
 
 Answers can be found here.  

 
D I D  Y O U  K N O W
Examples of the harm caused by the loss or abuse of personal data include: 
fake credit card transactions; exposure of the addresses of service personnel, 
fake applications for tax credits; and mortgage fraud.
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 S E C T I O N  F O U R
 R E S O U R C E S

            

 S E C T I O N  F O U R
 T E S T  Y O U R  K N O W L E D G E

1 What is an appropriate method for maintaining   
 confidentiality of private information obtained from   
 human subjects?

 a. Keeping data in a password-protected database 
 b. Storing images in a secured cabinet
 c. Coding data or specimens and keeping the key to the code  
  in a separate, locked drawer
 d.  All of the above are ways to maintain confidentiality

2 Data can only be transferred in an encrypted format   
 to provide effective protection against interception of the  
 communication by a third party whilst the data is   
 in transfer. 
   
 a. True
 b. False

3 Use of secure communication methods such as Transport  
 Layer Security (TLS) or a Virtual Private Network   
 (VPN) will provide assurance that the content of the   
  communication cannot be understood if intercepted   
 provided the method is implemented correctly.

 a. True
 b. False

 Answers can be found here. 

• Data Transfer Agreement 

This Data Transfer Agreement document provides a template for what to 
include when conducting and signing a formal data transfer agreement. 

• Confidentiality Statement

This confidentiality statement provides a best practice example for what 
to include in a confidentiality statement. 
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http://empowerproject.eu/wp-content/uploads/2017/11/DATA-TRANSFER-AGREEMENT-1.pdf
http://empowerproject.eu/wp-content/uploads/2017/11/Confidentiality-Statement.pdf


Below is a list of the good practice examples referenced throughout this 
eBook. 

• Participant Information Sheet (PIS) Template

• Consent form template 

• SMART Conditions of use 

• Data Transfer Agreement 

• Confidentiality Statement

• UK Biobank Ethics and Governance Framework

            

 S E C T I O N  F I V E
 G O O D  P R A C T I C E  E X A M P L E S

            

 T E S T  Y O U R  K N O W L E D G E
 A N S W E R S

Section One: Definitions
1. C
2. D

Section Two: Principles
1. B  Risks can be acceptable, provided the benefits clearly outweigh the  

 risks and participants are fully informed about the risks.
2. C  In certain circumstances but you should give real consideration  

 to potential ramifications of doing so, and remember such a step is  
 irreversible.

3. A This is good practice, in case the research is seized is subject to a  
 subpoena.

Section Three: Informed Consent
1. A True: informed consent is an ongoing process
2. B False: participants are free to withdraw at any time, and should  

 be allowed to stop participation, and if desired remove any data  
 already collected about them, from the project.

3. B False: a participant is free to withdraw at any time from a research  
 project, and if they wish, to ask that any data collected so far is  
 removed from the results.

4. C While receiving compensation may be a part of the agreement to  
 participate, it is not a requirement for a valid informed consent. 

Section Four: Data Security
1. D
2. B False: data can also be transferred over a non-secure    

 communication channel yet still remain protected. An example  
 would be sending an appropriately encrypted attachment via email.

3. A True
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http://www.hra-decisiontools.org.uk/consent/docs/PIS-Template_version2.pdf
http://empowerproject.eu/wp-content/uploads/2017/11/Consent-Form-Template-1.pdf
http://empowerproject.eu/wp-content/uploads/2017/11/SMART-terms-of-use_ENG.pdf
http://empowerproject.eu/wp-content/uploads/2017/11/DATA-TRANSFER-AGREEMENT-1.pdf
http://empowerproject.eu/wp-content/uploads/2017/11/Confidentiality-Statement.pdf
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